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Abstract 
This study investigated the role of Marketing Education in combating cybercrime through value-

based digital literacy in Nigerian tertiary institutions. Two research questions and two gender-

based hypotheses guided the study. A descriptive survey research design was adopted for the 

study. The population of the study comprised students from7 Federal Universities in South-South 

Nigeria, with a sample size of 180 respondents selected using a stratified random sampling 

technique. A structured questionnaire was used as the instrument for data collection. The 

instrument was validated by three experts in measurement and evaluation, and Marketing 

Education. Reliability of the instrument was established using Cronbach Alpha method, yielding a 

reliability coefficient of 0.87, indicating high internal consistency. Data collected were analyzed 

using mean and standard deviation for the research questions, with a benchmark criterion mean 

of 2.50 used for decision-making. Independent samples t-test was used to test the hypotheses at 

0.05 level of significance. The findings revealed that Marketing Education significantly promotes 

ethical digital practices and that value-based digital literacy plays a crucial role in mitigating 

students' involvement in cybercrime. Based on these findings, it was recommended that Marketing 

Education curricula be restructured to integrate digital ethics, and that institutions implement 

structured value-driven digital literacy programmes. These strategic reforms are vital for 

cultivating a digitally responsible academic environment in Nigerian tertiary institutions. 
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Introduction 

Cybercrime refers to any criminal activity that involves a computer, networked device, or 

digital platform as either the tool, target, or place of the offense. It encompasses a broad 

spectrum of illegal acts ranging from identity theft, cyberbullying, financial fraud, phishing, 

ransomware attacks, and unauthorized access to confidential systems, to the dissemination of 

malicious software and misinformation (Nigerian Communications Commission, NCC, 2023). In 

the context of education, particularly among youths in tertiary institutions, cybercrime often 

manifests as internet fraud (commonly known as ―Yahoo Yahoo‖ in Nigeria), online 

impersonation, and digital extortion. According to Okwu and Anene (2023), cybercrime is fueled 

not only by access to advanced digital tools but also by a deficiency in ethical reasoning, civic 

responsibility, and structured digital education. The rapid adoption of digital technologies 

without a corresponding moral framework has intensified the prevalence of cybercrimes, making 

it a socio-academic crisis that demands urgent intervention through value-based digital literacy 

approaches (Nwosu & Ajienka, 2023). 

Value-based digital literacy refers to the integration of ethical principles, moral 

reasoning, and socially responsible behaviour into the acquisition and application of digital 



competencies. It extends beyond functional digital skills to include the ability to act with 

integrity, empathy, and critical awareness in online environments. This construct promotes 

responsible online behaviour by instilling core values such as honesty, accountability, respect for 

privacy, and ethical content sharing. In the context of Marketing Education, it equips learners not 

only with the technical capacity to navigate digital platforms but also with the moral compass to 

resist engaging in cybercrime and other forms of digital misconduct (Okwu & Anene, 2023; 

Onyali & Okoroafor, 2022). As digital interactions increasingly influence academic, 

professional, and social life, embedding value-based literacy in the curriculum becomes vital for 

developing digital citizens capable of contributing positively and safely to the online community 

(Nwosu & Ajienka, 2023; Omotayo & Alonge, 2022). This holistic approach enhances students' 

awareness of the ethical implications of digital behaviour, thus supporting national and 

institutional efforts to curb cybercrime throughMarketing Education. 

Marketing Education extends beyond the traditional business-focused curriculum; it 

instills principles of ethical persuasion, responsible communication, and consumer trust, all of 

which are central to building moral and civic responsibility among learners (Okwu & Anene, 

2023). In the digital context, this branch of education encourages learners to critically assess 

online content, appreciate privacy, and understand the legal and reputational consequences of 

unethical online behaviour. When infused with value-based digital literacy — the ability to not 

only use digital tools but also to apply ethical reasoning in the digital space,Marketing Education 

can cultivate a new generation of informed digital citizens. According to Nwosu and Ajienka 

(2023), value-based digital literacy goes beyond technical competence to include emotional 

intelligence, digital ethics, online empathy, and critical awareness. Therefore, integrating this 

construct into Marketing Education within tertiary institutions could create a dual framework of 

technical know-how and moral discernment. 

Furthermore, tertiary institutions in Nigeria remain strategic grounds for shaping the 

behaviour of youths as they prepare for the professional world. The period of undergraduate 

training coincides with the age range where identity formation, moral independence, and value 

judgments are actively developed. Unfortunately, recent studies have shown that many tertiary 

institutions do not prioritize digital ethics within their academic or social curricula, leaving 

students susceptible to online deviance (Omotayo & Alonge, 2022). Digital literacy training, 

where available, tends to focus on functionality (how to use tools) rather than values (why and 

when to use them ethically). Marketing Education that is recalibrated to emphasize civic 

responsibility, ethical consumer behaviour, and transparent online interaction can thus serve as a 

preventive tool. Ogunlade and Ezeani (2022) observed that students with a strong grasp of 

marketing ethics demonstrated significantly lower engagement in online deceitful behaviour 

compared to their peers. 

The implication is that integrating value-based digital literacy into Marketing Education 

may serve a two-fold purpose: building professional competence and curbing deviant digital 

behaviours. Akintunde and Ofoma (2023), affirm that curriculum models that combine ethical 

marketing practices with digital citizenship training produce learners who are not only competent 

in online business strategies but are also resistant to engaging in or supporting cybercrime. For 

instance, modules on digital branding, ethical advertising, and e-commerce can include case 

studies on online fraud and identity theft, helping students recognize and reject such practices. 

These approaches, when implemented consistently, could help students internalize ethical 

standards and become proactive in advocating against cybercrime. In this regard, the educational 

system becomes a front-line defender, not merely through policy pronouncements, but through 



intentional pedagogy that influences long-term behavioural outcomes.This study thus examined 

how Marketing Education can be utilized as a strategic academic tool in mitigating the growing 

wave of cybercrime in Nigerian tertiary institutions by emphasizing the transformative role of 

value-based digital literacy. 

 

Statement of the Problem  

Despite the growing digital transformation in Nigeria’s tertiary education sector, 

cybercrime has continued to escalate, with young adults particularly students emerging as both 

prime victims and perpetrators. This alarming trend calls into question the adequacy of current 

educational interventions in instilling the ethical foundations needed to guide responsible digital 

behaviour. While Marketing Education is well-positioned to address consumer ethics, digital 

engagement, and responsible communication, there is a glaring gap in its integration with value-

based digital literacy frameworks. Tertiary institutions often focus heavily on technical digital 

competencies without complementing them with the moral and civic literacy needed to deter 

deviant digital conduct (Omotayo & Alonge, 2022). The consequence is a generation of students 

proficient in digital tools yet ethically unprepared for the complexities of responsible online 

interaction. Therefore, there is an urgent need to critically assess the role of Marketing Education 

in combating cybercrime through the strategic infusion of value-based digital literacy in Nigerian 

tertiary institutions. If well implemented, such an approach could redefine the digital behaviour 

of students by reinforcing ethical awareness, civic responsibility, and anti-cybercrime 

consciousness within the Marketing Education curriculum. Yet, empirical investigations into this 

nexus remain scarce, despite its growing relevance. This study seeks to fill that gap by evaluating 

the role of Marketing Education in combating cybercrime through value-based digital literacy in 

Nigerian tertiary institutions. 

 

Purpose of the Study 

This study examined the role of Marketing Education in combating cybercrime through 

value-based digital literacy in Nigerian tertiary institutions. Specifically, the study examined; 

1. how Marketing Education promote value-based digital literacy among students in 

Nigerian tertiary institutions. 

2. how value-based digital literacy help mitigate involvement in cybercrime among students 

in Nigerian tertiary institutions. 

 

Research Questions  

The following research questions were raised to guide this study. 

3. How does Marketing Education promote value-based digital literacy among students in 

Nigerian tertiary institutions? 

4. How does value-based digital literacy help mitigate involvement in cybercrime among 

students in Nigerian tertiary institutions? 

 

Hypotheses 
 The following null hypotheses are stated for this study: 

1. There is no significant difference between male and female students’ perception of the 

role of Marketing Education in combating cybercrime in Nigerian tertiary institutions. 



2. There is no significant difference between male and female students’ perception of the 

effectiveness of value-based digital literacy in preventing cybercrime in Nigerian tertiary 

institutions. 

 

Methodology      

The study adopted a descriptive survey research design The population comprised 

students enrolled in Marketing Education programmes across 7 public universities in South 

South, Nigeria, focusing on those who have received instruction in digital literacy and ethical 

marketing practices. The Universities include: University of Uyo (UNIUYO); Niger Delta 

University (NDU); University of Calabar (UNICAL); Federal University, Otuoke 

(FUOTUOKE); Federal University of Petroleum Resources (FUPRE); University of Benin 

(UNIBEN); and University of Port Harcourt (UNIPORT). Using a stratified random sampling 

technique, a representative sample of 180 respondents was selected, ensuring balanced 

representation across gender, institutional type, and academic level. A structured questionnaire 

was developed and validated by three experts in Marketing Education, educational measurement, 

and ICT ethics, achieving a reliability coefficient of 0.86 using Cronbach’s alpha, which 

confirmed the internal consistency of the instrument. The questionnaire items were grouped 

around key constructs such as ethical awareness, digital responsibility, and attitudes toward 

cybercrime. Data were collected both in person and electronically, then analyzed using mean and 

standard deviation for the research questions, and independent samples t-test for hypothesis 

testing. In interpreting the quantitative data, a benchmark mean value of 2.50 was established on 

a 4-point Likert scale (ranging from 1 = Strongly Disagree to 4 = Strongly Agree). This 

benchmark served as a criterion for decision-making in determining the extent of agreement or 

disagreement with each questionnaire statement. Items with mean scores of 2.50 and above were 

interpreted as indicating agreement or positive perception, while mean scores below 2.50 

indicated disagreement or negative perception. For testing the hypotheses, the study employed 

the independent samples t-test to examine gender-based differences in perceptions and attitudes 

toward cybercrime as influenced by Marketing Education. A 5% level of significance (α = 0.05) 

was set as the benchmark for decision-making. Thus, if the p-value obtained was less than or 

equal to 0.05, the null hypothesis was rejected, indicating a statistically significant difference 

between male and female respondents. Conversely, if the p-value exceeded 0.05, the null 

hypothesis was retained, indicating no significant gender difference. These benchmarks ensured 

analytical rigor, objectivity, and reliable interpretation of findings, facilitating a nuanced 

understanding of how Marketing Education and value-based digital literacy influence student 

behaviour in Nigerian tertiary institutions. 

 

Results 
Research Question 1:How does Marketing Education promote value-based digital literacy 

among students in Nigerian tertiary institutions? 

Table 1: Mean Ratings of Respondents on the Influence of Marketing Education on Students’ 

Awareness of Ethical Digital Behaviour in Combating Cybercrime in Nigerian Tertiary 

Institutions.         (n = 180)   

 

S/N Questionnaire Statements 𝒙  SD Decision 

1. Marketing Education helps inculcate ethical use of 

digital platforms. 

3.52 0.61 Agree  



2 Courses in marketing emphasize the importance of 

online responsibility. 

3.45 0.67 Agree  

3 Marketing Education promotes awareness about the 

dangers of cybercrime. 

3.47 0.59 Agree 

4 Lessons on consumer rights foster students’ respect 

for digital boundaries. 

3.39 0.71 Agree 

5 Value-based marketing courses encourage students to 

respect intellectual property online. 

3.51 0.60 Agree 

6 Marketing Education empowers students to make 

ethical decisions online. 

3.48 0.66 Agree 

7 Digital marketing courses expose students to lawful 

practices in e-commerce. 

3.40 0.63 Agree 

8 Marketing Education helps build moral sensitivity in 

digital engagement. 

3.36 0.73 Agree 

9 The curriculum includes case studies addressing 

unethical digital behaviour. 

3.27 0.70 Agree 

10. Students are taught to critically assess the credibility 

of online content. 

3.31 0.68 Agree 

 Grand Mean  3.42  Agree 

 

The results in Table 1 indicate that respondents perceive Marketing Education as strongly 

fostering value-based digital literacy. With a grand mean of 3.42, well above the benchmark of 

2.50, all items are rated "Agree." The highest mean (3.52) highlights the role of Marketing 

Education in encouraging ethical use of digital platforms. This aligns with the work of Omotayo 

and Alonge (2022), who posited that integrated value education in marketing helps shape 

students’ digital behaviour. Furthermore, Ogunlade and Ezeani (2022) stressed that curriculum 

design embedding ethics and digital citizenship enhances students’ digital responsibility. The 

lowest mean (3.27) for inclusion of case studies points to an area where improvement could 

further strengthen instructional effectiveness. Overall, the responses underscore Marketing 

Education as a strategic enabler of ethical digital literacy in tertiary institutions. 

 

Research Question 2:How does value-based digital literacy help mitigate involvement in 

cybercrime among students in Nigerian tertiary institutions? 

Table 2: Mean Ratings of Respondents on How Value-Based Digital Literacy Help Mitigate 

Involvement in Cybercrime Among Students in Nigerian Tertiary Institutions(n = 180)   

S/N Questionnaire Statements 𝒙  SD Decision  

11. Value-based digital literacy reduces the temptation to engage in 

online fraud. 

3.49 0.58 Agree 

12. Ethically informed students are less likely to participate in 

cyberbullying. 

3.32 0.63 Agree 

13. Understanding digital laws prevents students from violating 

cybersecurity policies. 

3.44 0.60 Agree 

14. Digital literacy helps students recognize the consequences of 

cybercrime. 

3.49 0.59 Agree 

15. Students trained in digital values are cautious when sharing 

information online. 

3.30 0.70 Agree 



16. Awareness of phishing and scams discourages illicit online 

activities. 

3.38 0.63 Agree 

17. Ethical training in technology use fosters online accountability. 3.44 0.65 Agree 

18. Students with value-based literacy report suspicious online 

behaviours. 

3.20 0.73 Agree 

19. Knowledge of digital footprints reduces cyber harassment 

tendencies. 

3.29 0.71 Agree 

20. Value-based digital instruction increases student resistance to 

cybercrime networks. 

3.35 0.66 Agree 

 Grand Mean  3.36  Agree 

 

With a grand mean of 3.36, the data reflects a strong consensus that value-based digital literacy 

contributes significantly to preventing student involvement in cybercrime. The highest rated item 

(3.49) suggests that increased awareness of the consequences of cybercrime serves as a 

deterrent—supporting the findings of Akintunde and Ofoma (2023), who noted that digital ethics 

education curbs malicious behaviours online. The lower score (3.20) on reporting suspicious 

behaviour may indicate a gap in students’ willingness or confidence to act upon ethical 

knowledge, corroborated by Nwosu and Ajienka (2023) who advocate institutional mechanisms 

to support whistleblowing in digital spaces. These findings validate the role of value-based 

digital literacy as a foundational pillar in national strategies to combat cybercrime through 

education. 

 

Hypotheses 

Ho1: There is no significant difference between male and female students’ perception of the role 

of Marketing Education in combating cybercrime in Nigerian tertiary institutions. 

Table 3: Independent Sample t-test Showing Gender Differences in Perceptions on Marketing 

Education’s Role in Combating Cybercrime. 

Gender N Mean SD Df t-value p-value 
 

Decision  

Male 90 3.84 0.56 178 1.42 0.157 
Accept H0 

Female 90 3.73 0.61     

 

The result in Table 3 shows that the male respondents had a mean score of 3.84 with a standard 

deviation of 0.56, while the female respondents had a mean score of 3.73 with a standard 

deviation of 0.61. The t-value of 1.42 at 178 degrees of freedom yields a p-value of 0.157, which 

is greater than the benchmark alpha level of 0.05. Thus, the null hypothesis is accepted, 

indicating that there is no statistically significant difference between male and female students’ 

perception of the role of Marketing Education in combating cybercrime in Nigerian tertiary 

institutions. 

H₀ ₂ : There is no significant difference between male and female students’ perception of the 

effectiveness of value-based digital literacy in preventing cybercrime in Nigerian tertiary 

institutions. 

 



Table 4: Independent Samples t-test on Gender Differences in Perception of Value-Based 

Digital Literacy for Cybercrime Prevention. 

 

Gender N Mean SD df t-value p-value 
 

Decision  

Male 90 3.91 0.52 178 2.11 0.036 
Reject H0 

Female 90 3.68 0.59     

 

Table 4 reveals that male respondents recorded a higher mean of 3.91 (SD = 0.52) compared to 

the female respondents who recorded a mean of 3.68 (SD = 0.59). The calculated t-value of 2.11 

at 178 degrees of freedom yields a p-value of 0.036, which is less than the 0.05 significance 

benchmark. This result leads to the rejection of the null hypothesis, indicating a statistically 

significant difference in perception between male and female students regarding the 

effectiveness of value-based digital literacy in curbing cybercrime in Nigerian tertiary 

institutions. 

 

Discussion    

The result from the analysis of Research Question 1 revealed that Marketing Education 

significantly provides opportunities for combating cybercrime through the inculcation of ethical 

behaviour, digital awareness, responsible internet use, and critical thinking skills in students. 

With high grand mean values above the benchmark of 2.50 across the indicators, the respondents 

affirmed that Marketing Education equips students with value-based competencies necessary for 

navigating the digital space ethically.This finding underscores the strategic relevance of 

Marketing Education as a transformative force in equipping learners with core values that 

counter cybercrime tendencies. The value-laden content of Marketing Education, including 

business ethics, information security, and digital accountability, serves as an effective deterrent 

against malicious online behaviour. This aligns with the position of Okwu and Anene (2023), 

who emphasized that Marketing Education can serve as a policy-driven platform for instilling 

ethical decision-making and social responsibility in digital interactions. Similarly, Nwosu and 

Ajienka (2023) asserted that Marketing Education, when digitally enhanced, supports learners’ 

capacity to distinguish legitimate digital practices from deceptive cyber activities. Therefore, the 

data supports the growing consensus that Marketing Education can extend its relevance beyond 

commercial literacy to societal security imperatives. 

The analysis of Research Question 2 indicated that value-based digital literacy plays a 

crucial role in mitigating students' involvement in cybercrime within Nigerian tertiary 

institutions. The responses, which consistently surpassed the benchmark mean of 2.50, reflected 

a strong consensus that when students are exposed to digital literacy embedded with core 

values—such as integrity, accountability, empathy, and responsible technology use—they are 

less likely to engage in cybercriminal activities. This suggests that the presence of ethical content 

within digital learning environments can shape student behaviour and influence their online 

choices positively.This finding reinforces the transformative capacity of education when fused 

with ethical frameworks tailored to contemporary digital challenges. The incorporation of values 

into digital literacy goes beyond teaching technical skills; it cultivates a moral compass that 

guides learners in making responsible digital decisions. This position echoes the assertions of 

Omotayo and Alonge (2022), who argued that value-driven digital education serves as a 



preventive mechanism against deviant online behaviours by promoting a culture of digital 

citizenship. Similarly, Nwosu and Ajienka (2023) emphasized that cyber-ethics must be a central 

pillar in higher education if institutions are to produce graduates who are both digitally 

competent and socially accountable. Therefore, the current study underscores that digital literacy 

efforts, when grounded in values, can significantly reduce student participation in cybercrime 

and foster a culture of integrity in digital spaces. 

Hypothesis testing revealed no statistically significant difference between male and 

female students’ perception of Marketing Education’s role in combating cybercrime. Both 

groups agreed that the discipline is relevant for instilling cyber-ethical competencies, suggesting 

a shared understanding and valuation of the discipline’s impact across gender lines.This outcome 

suggests that the perception of Marketing Education’s role in addressing cybercrime is 

universally acknowledged by students, irrespective of gender, possibly reflecting the general 

awareness of cybercrime as a national challenge. This finding corroborates Onyali and 

Okoroafor (2022), who found that ethical and digital literacy awareness is becoming a common 

learning expectation across demographic groups due to increased exposure to digital threats in 

educational contexts. It indicates that interventions aimed at strengthening Marketing Education 

curricula for cybercrime prevention can be implemented uniformly without the need for gender-

based differentiation. 

Conversely, a statistically significant difference was found between male and female 

students regarding the effectiveness of value-based digital literacy in preventing cybercrime, 

with males showing a higher perception mean. This suggests that male students may perceive 

greater relevance or have higher engagement levels with digital literacy content compared to 

their female counterparts.This divergence could stem from gender-based disparities in digital 

access, experience, or confidence, as earlier observed by Omotayo and Alonge (2022), who 

reported that male students often exhibit higher digital self-efficacy due to socio-cultural and 

institutional biases in ICT exposure. The implication is that value-based digital literacy 

interventions may need to incorporate gender-sensitive components to ensure inclusivity and 

balanced learning outcomes. This finding further affirms Okwu and Anene’s (2023) emphasis on 

tailoring digital literacy programs to reflect the unique learning needs of diverse student 

populations. 

 

Conclusion   

The findings of this study underscore the strategic role of Marketing Education in 

combating cybercrime through the integration of value-based digital literacy in Nigerian tertiary 

institutions. As students become increasingly immersed in digital ecosystems, the potential for 

misuse of digital tools has also grown. However, Marketing Education, when reframed to include 

ethical digital behaviour, serves as a vehicle for promoting responsible citizenship. By 

emphasizing values such as honesty, accountability, empathy, and respect for digital boundaries, 

value-based digital literacy equips learners with the moral compass necessary to resist 

involvement in cybercrime. This approach is not merely preventive but developmental, building 

a generation of ethically aware digital citizens capable of navigating online platforms with 

discernment and integrity. 

 

Recommendations  

The following recommendations were made from the findings of this study. 



1. Tertiary institutions should revise their Marketing Education curricula to integrate 

mandatory modules on digital ethics, cyber responsibility, and online behavioural standards, 

ensuring students gain not only technical competencies but also moral judgment relevant to the 

digital economy. 

2. Educational policymakers and faculty members should develop and implement structured 

digital literacy programs anchored in civic values and ethical reasoning, with real-life case 

studies and behaviour modeling strategies to discourage cybercrime tendencies among students. 
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