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Abstract
The fact remains undisputable that the menace of electroim®e ds an image nightmare to
Nigeria. The decision of former President Olusegun Obasanjot tapsa working group, the
Nigeria cyber crime working group (NCWA) is an indication thgber crime especially
internet 419 is a source of concern and embarrassment” (htipw.jedaw.com/i
tsolutions/security5.html). Although computer creates tdin job opportunities for
commercial, social and educational activities, it introdudées own peculiar risk. Computer
attacks can be generated by criminals from anywhere in thedwarld executed in other
arrears irrespective of geographical location. The implicatiothist while ICT systems and
computer networks are essential business enablers, theyn&ieduce numerous risks to the
business. We utilized the aid of Marxist theory oftigpal economy to observe that there is a
relationship between corrouption, and poor human resource utdizan Nigerian Police.
We recommend a pro- active law for cyber crime prevengimsecution and adjudication by
Nigerian law officers.
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Crime and criminality have been age long but théhoes and dimensions remain dynamic.
The most current trend is the one generated wighue of computers. This is known as electronic
crime, cyber crime as well as internet crime or patar related crime. Computer crime refers to “any
crime that involves a computer and a network” (Mo®005:2). The computer may have been used
in “the commission of a crime or it may be the &@fdKruse and Heiser, 2002: 392).

Information and communication technology (ICT) gyss are used virtually in all aspects of
our life. At our home, for personal uses, at vasiaifices for business, personal and commercial
usage. Infact, “most organization, institutionsemgies and government today, depend on computer
networks to carry out simple and complex busingmsation, engage in technological advances, and
perform interdependent  financial  transactions  andlso a classified information
dissemination”(Onwubiko, 2010:1).

The need for computer literacy and its use caneobderemphasized. However, electronic
computers have been used to perpetrate crime thiel woer, Nigeria not an exception. Daily,
criminals use it to committee internet fraud likelioe 419, e-mail scans, hacking, distribution of
hostile software (Virus and Worms), denial of seevattacks, theft of data, extortion, fraud and
impersonation. Government as well as individualsrete information are stolen and distributed
without the knowledge and approval of the custodirthese valuable documents. This creates a
problem for the society and police as criminals englkarp business with the electronic gadgets. The
investigating challenges arising there-from demamdsncern. This study therefore, interrogates the
challenges facing Nigerian police in detecting &tatc crime.

Theor etical Framework

Modern societies are characterized by what caretymeed ‘police fetishism, the ideological
assumption that the police are a functional preaséiguof social order so that without a police frc
chaos would ensure. In fact, many societies haiseskwithout a formal police force of any kind,
and certainly without the present model. It is imtpot to distinguish between the ideas of ‘police’
and ‘policing’. ‘Police’ refers to a particular ldrof social institution, while ‘policing’ implies set of
processes with specific social functions. ‘Policee anot found in every society, and police
organizations and personnel can have a variethififrgy forms. ‘Policing’, however, is arguably a
necessity in any social order, which may be cardet by a number of different processes and
institutional arrangements. A state-organized gpistipolice organization of the modern is only one
example.
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The police are agents of the state, establishethéomaintenance of order and enforcement of
law. Therefore, like the state, the character,sr@led priority of police forces are determined thy t
political and economic structures of their natio8snilarly, the form and activities of policing by
state and non-state agencies are also dependethie ocharacter and composition of the political
economy of society. The tasks of police are dicdtdtg the contradictions and conflict of interests
among groups and classes in society which if ngtileged can threaten the preservation of the
prevailing social order or status quo. In very saibSve ways, the police mirror the contradictions
and conflicts as well as human cooperation in $pchccording to Coatman (1959: 8)

A student of the political institutions of any cdgndesirous of understanding the “ethos” of
any country’s government can hardly do better thmmke a close study of its police system, which
will provide him with a good measuring rod of thetual extent to which its government is free or
authoritarian.

The political economy frame of analysis is therefappropriate to the analysis of police and
policing in any society. There are different pchti economy models of analysis. However, there are
common grounds among them, the principal ones bihghat there is intricate linkages between
political and economic structures of society; (ttthe political and economic structures of aefgci
determine its general values, cultures and normagedlsas the direction and practice of governance,
and (3) that a more robust analysis of societydavided by an understanding of the linkages between
the economy and polity and their dialectical indations with other structures and social instiogi

The most popular strand of political economy is Marxist model. Its main argument is
summarized by the famous statement by Karl MattkénPreface to A Contribution to the Critique of
Political Economy (1970). According to Marx:

In the social production of their existence, megvitably enter into definite relations, which
are independent of their will, namely relationspobduction appropriate to a given stage in their
development of material forces of production. Tomlity of these relations of production constitute
the economic structure of society, the real foundaton which arises a legal and political
superstructure and to which correspond definitméof social consciousness.

The mode of production of material life conditiche general process of social, Political and
intellectual life. Marx strongly argued that theoromic structure of society determines the characte
of the superstructure which includes the polititegial, cultural and religious relations and ingigns
of society. But this does not imply a unidirectibmaodel. Account is also taken of dialectical
relations, a form of feedback process in which #luperstructure also influences the economic
substructure. Applied to police and policing, thedel suggests that the problems of order, law and
lawlessness are to be understood as the refleadiopsoducts of the way the society organizes its
economy, especially the dominant interests thatedit. Criminal law, which its enforcement
constitutes the rationale for the establishment smstenance of police and judicial institutions,
contains rules prohibiting the behaviours and #&@w deemed detrimental to the dominant economic
and political interests of society.

However, societies are constituted into classesgaadps with varying degree of power or
influence over political and economic decision-magkiClasses and groups with dominant economic
power control political decision-making, includitige enactment of criminal law by the legislature,
its enforcement and interpretation by the policé mdliciary respectively. Several studies, espicial
anthropological inquiries (Schwartz and Miller (#96Robinson and Scaglion (1987), Robinson,
Scaglion and Olivero (1994) have established liekagymong economic and political structures, form
and character of policing, and the developmentotitp forces. Reiner (2000:5) suggests that “While
policing may originate in collective and communabgesses of social control, specialized police
forces develop hand in hand with the developmersioafal inequality and hierarchy”. Robinson and
Scaglion (1987: 109) advanced this argument furtihatr the evolution or emergence of specialized
and state police forces “is linked to economic s&dzation and differential access to resources tha
occur in the transition from a kinship- to a classninated society ( Reiner ,2000:5).

There are also common grounds on police and pglitiatween the political economy
theorists and social conflict theorists. The twougs of theorist argue that society is divided into
groups and classes with common interest in sonasamed conflicting interests in many fundamental
areas, including the organization, mobilization ashdtribution of economic and socio-political
resources. But generally, they argued “that thécPolvere not created to serve “society” or the
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“people” but to serve some parts of society andespeople at the expense of others” (Institute for
the Study of Labor and Economic Crises, 1982: 12).

Police roles vary across societies with differeolitigal and economic organizations. According to
the Institute for the Study of Labor and Economiis€s (1982: 12), in capitalist societies:

The main function of the police has been to miotiee property and wellbeing of those who benefit
most from an economy based on the extraction ehf®iprofit. The police were created primarily in
response to rioting and disorder directed agaipgtessive working and living conditions.

Similarly, Bowden (1978: 19) argues that the rakpolice include the repression of the poor
and powerless in order to protect the interesthefrulers. The police, therefore, stand as a dyuff
between elites and masses”. As a result the ppéc®rm “the essential holding operation against th
mal-contents until military force could be applieda punitive and salutary manner” by the state.
Brodgen put this view more forcefully, stating thRoblice forces are structured, organizationallg an
ideologically to act against the marginal stratt9&2: 203). Contrary to the picture that a perfanct
reading of radical political economy and social ftioh paradigms on police and policing may
produce, the role of the police is not limited &pmression. No government governs by repression
alone, precisely because this renders governarstahla, expensive and unacceptable. Consequently
rulers also enforce compliance, law and order byamseof persuasion, indoctrination and
incorporation of diverse interests into public eirmontrol and law enforcement policies. A holistic
view is that police forces repress and at the same serve the public. The priority attached to
repressive and service functions vary across sesiahd even between regimes within society.

Arising from these arguments, it seems police waribodies ironies. Police are instrument
of oppression and exploitation in totalitarian amgust social systems. Yet they are essentialdo th
preservation of justice and democracy... The paigeguardians of social order. As an institutios t
police force, helps to preserve, fortify and repwal the prevailing social order, and are hardly
catalyst for its charge. Hence, when a social orsl@ppressive, exploitative and unjust, the police
preserve it by suppressing and defusing demanddarocracy and elimination of oppression and
injustices. Similarly, in a democratic, just anduiggple society, police have greater chances of
serving as vanguard for social democracy, humahtgignd socio-economic justice (Alemika,
1993b). Analysis of the roles of state police mhestocated within the social, political and economi
order that police forces are required to secureseywe and fortify. Consequently police roles and
performance as well as police violence must be ssethe product of interaction among political,
economic, legal, institutional and personality ¢aist Generally, police bureaucracies are orgartzed
manage (detect, investigate, sort out, sieve, tamesain, prosecute, harass) those consideree to b
dangerous for the preservation of the status qubaB Carter and Radelet (1999: 9) have argued, the
police “are part of and not apart from the commiagithey serve.

Cyber Crime: An Explanation

According to Wikipedia, the free encyclopedia cylmmputer crime refers to any crime that
involves a computer and a network ( http://en.wékiia.org/wiki/Computer_crime)Cyber crime is
criminal activity done using computers and therimé¢. This includes anything from downloading
illegal music files to stealing millions of dollafiiom online bank accounts. Cyber crime also inetid
non-monetary offenses, such as creating and disinidp virsus on other computers or posting
confidential business information on the Intermrhaps the most prominent form of cyber crime is
identity theft, in which criminals use the internietsteal personal information from other usersoTw
of the most common ways this is done is througlshghg and pharming. Both of these methods lure
users to fake websites (that appear to be legi@mawhere they are asked to enter personal
information. This includes login information, suels usernames and passwords, phone numbers,
addresses, credit card numbers, bank account naméed other information criminals can use to
"steal" another person's identity.

Because cyber crime covers such a broad scopeénaihal activity, the examples above are
only a few of the thousands of crimes that are idemed cyber crime. The computer may have been
used in the commission of a crime, or it may bet#iget (Warren G. Kruse, Jay G. Heiser 2002).
Netcrime refers to criminal exploitation of theamet (David M. And Mike S. 2011:11). Cybercrimes
are defined as: "Offences that are committed agamusviduals or groups of individuals with a
criminal motive to intentionally harm the reputatiof the victim or cause physical or mental harm to
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the victim directly or indirectly, using modern éebmmunication networks such as internet (Chat
rooms, emails, notice boards and groups) and mphi@es (SMS/MMS)" (Halder, D., & Jaishankar,
K., 2011). Such crimes may threaten a nation’s rigcand financial health. Issues surrounding this
type of crime have become high-profile, particylatiose surrounding cracking,infringment, child
photography and child grooming.There are also Iprob of piracy when confidential information is
lost or intercepted, lawfully or otherwise. Intetioaally, both governmental and non-state actors
engage in cybercrimes, including episonage, firsrbieft, and other cross-border crimes. Activity
crossing international borders and involving theeriests of at least one nation state is sometimes
referred to as cyber warfare. The internationadllexystem is attempting to hold actors accountable
for their actions through the international criminacourth fttp://www.law.duke.edu/
journals/dltr/articles/2010dItr003.htm I).

Nigeria Police and the Challenges of Cyber Crime Policing

The relevance of electronic information systemshsious to all in the modern economy.
“When information fails to circulate, whole sectofshe economy are vulnerable. Finance, wholesale
and retail trade, transportation, much of manufag) and many service industries would slow to a
crawl without computers. Vital public services -ities, national defense, and medicine are equally
dependent” (Brain, 2004:1). Information securityiethis the safeguarding of computer systems and
the integrity, confidentiality, and availability dfie data they contain has long been recognized as
critical national policy issue. Two current treriddicate that its importance is on the increaskest,F
the integration of computers into more and moreeetspof modern life continues appreciating.
Second, cyber-attacks, or breaches of informatemurity, appear to be increasing in alarming rate,
and few observers are willing to ignore the posigibthat future attacks could spell doom to any
economy if left unchecked.

The agencies responsible for the prevention, ptiotec investigation and possible
prosecution of cyber crime offenders are the polioditary as well as para —military agencies in
Nigeria. The argument is how equipped and motivatedour law enforcement agencies to face the
challenges of protecting Nigerians from cyber &ttac

Nigeria has a national and unified Police Forcehwitvo main departments; Criminal
Investigation that takes care of crime detectiod prevention, and Mobile Police unit used to track
down hardened criminals. This is accompanied byawitlaries; the Special Constabulary and Traffic
Warden Service.

Nigeria, which is regarded as the hub or safe hdeencyber crime in the world, has
witnessed the creation of two outstanding crime rmisgions; the Economic and Financial Crimes
Commission (EFCC) created in 2003 and the Nige@iger-Crime Working Group (NCWG). While
the EFCC is involved in all economic and finaneihted crimes, the NCWG which was created in
2004 implements the objectives set up by the Nati@yber-security Initiative (NCI) has its eyes
more fixed on cyber related crimes (Maska, 2009)

Although these institutions exists, Ojedukun, (200bints out that, there is no way law
enforcement officers within African countries couldke action against cyber criminals unless
countries first enact laws that criminalize the\aii¢s in which these offenders engage. Kithi,(2p
indicates that, internet abuse is rising in Afragad there is no law or the common existing laws are
grossly inadequate to reduce it. Existing laws weagequate and did not specify how perpetrators of
cyber crime were supposed to be prosecuted whested: This development is compelling state
governments and regional organizations to enadsl&pns, laws and form commissions that not
only deal with specific crimes but that deal witlber crimes as a whole (Kioni, 2008).

Nigeria on the other hand has been at the spdtfigh the international community for its
involvement in cyber crime. It is ranked as thedhin the world behind the United States and Britai
and the first within the African Continent in thate of cyber crime prevalence. This conspicuous
position has been a catalyst in the way the ndtasmhandled issues concerning cyber crime (Adomi,
2008 & Boateng et al, 2010). In 2003, following re$idential directive, there was legislative action
that established the Economic and Financial Cridemmission of 2004. This commission was
vested with the powers to investigate, prosecutt @gnalize all economic and financial crimes
relating to terrorism, money laundering, and dmadficking and advanced fee fraud. Although these
stipulations did not specifically mention cybernce, EFCC does partner with other organizations in
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the combat against cyber crime because nowadayst emnomic and financial crimes are
committed with the use of the internet (Longe &@hike, 2008). To make up for the lapses of the
EFCC Act, and to specifically address the issueydfer and cyber related crimes, the Nigerian
parliament passed the Computer Security and Qritidarmation Infrastructure Protection Bill in
2005. This bill which is commonly referred to ae ttyber crime bill aims to secure computer systems
and networks and protect critical information istracture by criminalizing certain computer based
activities (Chawki, 2009). Chawki, (2009); Oriol2005) continue to point out that, with the
diverging nature of cyber crime and a significamtrease in number of advanced fee fraud cases
recorded, the Advanced Fee Fraud and other FralateleOffences Act was passed in 2006. This
Act prescribed ways to combat online scams andrathlated cyber crimes by stating harsher
penalties of imprisonment of at least S5years anch@dt 15years without the option of a fine. This
case is similar to that of the Republic of Southids which like Nigeria has been ranked among the
top ten countries in world in cyber crime prevake@africa News Monitoring Team, 2010).

Nigerian Police and Challenges of Human Resour ce Development

Human resources development is that component afahuresource management that
focuses on the training of employees with the aimeveloping competency of individual employees
and efficiency of the organization. Several termme ased as synonyms of human resources
development. The terms are manpower developmenplogee development, human capital
development, manpower training and employee devstop.

Human resources management (HRM) is aimed at meglfa) effectiveness and efficiency of
employees in organization, and (b) satisfaction tloe employee. Generally, human resources
management “begins with and revolves around manpg@leamning, which involves (a) analysis of
employees required by an organization for itsougitasks, and (b) identifying and evaluating how
an organization’s need can be met through recruitnenployee training (internally and externally),
employee incentives and discipline and deployméngensonnel. In the Nigeria Police Force, these
chains of decisions and activities are disconnecfesl a result, training does not translate to
appropriate employees’ deployment and organizatieffectiveness”’(Alemika, 2003). The above
assertion underscores why the police is inefficier@ombating the menace of cyber crime in Nigeria.
Their handicaps ranges from the quality of persbrexuited into the service as most of tem are not
sound academically to face the challenges of thisputer age. Apart from this, those who were able
to improve academically by bagging degrees arg@oramhoted thereby not encouraging them to put in
their best.

Training, the core element of HRM refers to thecpss of (a) developing the competence of
an individual in relation to specific tasks, anyl ¢banging or enhancing the attitudes, dispositants
behaviour of individuals through exposure to neferimation, technology and practice. The principal
aim of training is to improve the competence ofiratividual. In organizational setting, training may
be on the job or off the job. The Nigeria Policedehas several training institutions (table 1)cha
year, thousands of officers participate in varionsservice training programmes. However, the
training appears to have limited effects on th&igificy of the officers and the Force.

Table 1: Nigeria Police Force Training I nstitutions

Names of Police Training Institution Location Level of Training

Police staff College Jos Command training, specialized trgnife.g.
detective, training of officers in
training institutions) for officers

Police Academy Kano Training of Cadet Assistant
Superintendents and Cadet Inspectors

Police Colleges Lag@aduna, Maiduguri
Oji River Training of Recruit Constables,
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Police Training School Ibadan, Iperu, Bauchi In service training for
Sokoto and NonwaftHarcourt) Commissioned Officers

Fifteen Police Training Schools were establishedjiferent times for training of recruits and in-
service training for Rank and File and Inspectors.

Only those in the five towns were functional a2@@6.

Detective College Enugu: Training of detectiveshaf cadre of Rank and File and Inspectors
Specialized PoliceTraining Institutions Gwoza,

llla Orangun Police Mobile force

Jos Mounted training school

Jos Dog Training School

Ikeja Band Training School

Training for computer crime prevention as well #seo crimes should be determined by work
force needs analysis and planning (manpower plahinManpower planning, an important element
of human resources management, involves constafuiation or projection of needed manpower in
the future, developing plans to attract and re¢anployees, allocating employees to task, trainimd) a
motivating employees. Applying
these steps enables an organization like the Migd?Police Force to meet its need for efficient and
effective computer crime prevention .

The problem with Nigeria Police Force is that,nag does not take into account:

1. The need of the Force in specific tasks andrtispe

2. The skill and interest of officers

3. The need to match skills acquired in the coafgeining with deployment thereafter.

4. Requisite infrastructure, facilities and supplier effective use of skills acquired by officelsring
training for the purpose of efficiency in the Form®l career advancement of the personnel.

The productivity gaps between training, skills, ldgment and career advancement has
proved the assumption in the Nigerian Police Fdineg training does not impact reasonably to both
the organization and the officers. This sustains logpothesis that there is a relationship between
corrouption, and poor human resource utilizatioNiigeria.

Conclusion

This study examined the challenges facing Nigepalice in detecting electronic crime. In
the proess we obsserved that there is a relatipristtiveen corrouption and poor human resource
utilization in Nigerian Police Force.We observkdttthe quality of law enforcement officers needed
is only as good as the tools that are at theiradigp Many of the criminal cases that are out tlagee
investigated and solved with the use of E-eviderw@&h the availability of new technologies,
criminals have the ability to intercept t communigas, hide their identities, and function
anonymously. This can only be cracked down by &edbrce that has the required technology to
decipher this. There is a strong and desperate foeegbvernments to provide funding to the anti-
cyber crime agencies involved to enable them pwehmodern technological equipment that will
match them to the strength of the crimes committed not continue to play a catch-up game. There
is the need for training and re- training of poljgersonnel to equip them with the knowledge of
tracking cyber crime. We recommend a pro- activategy for cyber crime prevention, prosecution
and adjudication by Nigerian law officers.
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