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SECURITY THREATS RESOLUTIONS IN E-COMMERCE: A MIRAGE? 
 

Abere Reuben and Okotie Williams 
 
Abstract 

In an open communication system like the Internet, one cannot assume that 
all parties (communication partners, service providers, network operators, 
system producers, maintenance service e.t.c.) know or completely trust each 
other. In order to deal with the borderlessness of the Internet as a potential 
market place, the analysis of security requires not only the observation of 
external attackers, but also the inclusion of all the parties involved as 
potential attacker. E-commerce involves doing business (buying and selling) 
over the Internet. This calls for security consciousness amongst participants. 
In this paper, security issues are identified and strategies for combating 
threats to e-commerce are presented. The paper also proposes new 
approaches to combating security threats in e-commerce and when properly 
utilized will minimize the number of fraud victims. 

 
The Internet is overwhelmingly a power for good, it provides a cheap and easy access every 

moment of the day to a vast reservoir of information and entertainment and it is transforming the 
nature of commerce and government (Adams and Sasse, 1999).  According to Sutton and Man (2000), 
in their article “Net Crime”, they claimed that people are “more likely to engage in criminal behaviour 
online than they are in the physical world”. As the use of the Internet continues to grow, websites are 
assuming greater importance as the public face of business. Furthermore, the revenues generated by e-
commerce systems means that organizations are becoming ever more reliant on them as core elements 
of the business (Genic, 2007). 

 
E-commerce refers to the exchange of goods and services over the Internet. It also applies to 

business-to-business (B2B) transaction, for example, between manufacturers and suppliers or 
distributors. Traditionally, the web presence is not limited to transaction of buying online and 
delivering the goods and service. E-commerce systems are also relevant for the service industry. For 
example, online banking and brokerage services allow customers to retrieve bank statements online, 
transfer funds, pay credit card bills, buy and sell securities and get financial guidance and information 
(Curtin, 2000). 

 
The basics of e-commerce can be found in Electronic Data Interchange (EDI) that many 

corporations already use in conducting transactions between many suppliers (Dolev and Yao, 1983). 
As Internet-based service grows, the ability to protect this information may becomes difficgult. With 
the use of substantially less secure transmission media, there will be many technical issues associated 
with security and reliability that will need resolution (Chaum and Nash, 1997). 

 
Information systems are constantly exposed to various types of threats, and these threats can 

cause different types of damages, which might lead to significant financial losess. Sizes of these 
damages can range from small errors, which only harm the integrity of databases, to those that destroy 
whole computer centres (Harrison, 2000). Thus, protecting assets from these threats becomes a major 
concern for both individuals and businesses (Zhang, 2009). Threats can come from different sources, 
such as employer’s activities, mistakes in data entry or hacker’s attacks. The financial losses caused 
by security breaches usually cannot be precisely detected because a significant number of losses come 
from small-scale security incidents, which are not usually disclosed (Guttman and Roback). 

Attacks against e-commerce systems can disclose or manipulate propriety information. Any 
commerce security policy must address confidentiality (secrecy), integrity, necessity and intellectual 
property rights. Threats to e-commerce can occur anywhere in the communication, beginning with a 
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client computer and ending with the commerce and back office servers. A threat is a description of a 
potential undesirable incident (Stylianos et al, 2008). 

 
Attacks against e-commerce websites are becoming so alarming. The questions then are: why are 

e-commerce websites vulnerable? Are e-commerce software’s more insecure compared to other 
software? The criminal population did not undergo a sudden explosion, but the incentives of an e-
commerce exploit are a bargain compared to other illegal opportunities. Compared to robbing a bank, 
the tools necessary to perform an attack on the Internet are fairly cheap. 

 
Security Overview 

A secure system accomplishes its task with no unintended side-effects. In the software industry, 
security has two different perspectives that describe the security features of a system. Common 
security features are ensuring passwords that are at least six characters long and encryption of 
sensitive data. For software consumers, it is protection against attacks rather than specific features of 
the system (Dataquest, 2000). 

In a typical e-commerce experience, a shopper proceeds to a website to browse a catalogue 
and make a purchase. This simple activity illustrates the four major players in e-commerce security: 
one player is the shopper, who uses his browser to locate the site. The site is usually operated by a 
merchant who purchases most of the softwares to run his/her site from third party software vendors. 
The software vendor is the last of the three legitimate players. The attacker is the player whose goal is 
to exploit the other three legitimate players for illegitimate gains. 

Types of Security 
There are two general types of security: physical and logical. Physical security includes 

tangible protection devices such as alarms, guards, fire-proof doors, security fences, saves etc., while 
protection of assets using non-physical means is called logical security (Adams and Sasse, 1999). 

A countermeasure is the general name for a procedure, either physical or logical that 
recognizes, reduces or eliminates a threat (Dolev and Yao, 1983). The extent and expense of the 
selected countermeasures can vary depending on the importance of the asset at risk. Most often threats 
that are deemed low risk and unlikely to occur can be ignored when the cost to protect against the 
threat exceeds the value of the protected assets (Flechais, 2005). 
 
Security Features 
While security features do not guarantee a secure system, they are necessary to build a secured 
system. Security features have four categories: 

1. Authentication: verifies who you are. It enforces that you are the only one allowed to log on 
to your Internet bank account. 

2. Authorisation: allows only you to manipulate your resources in specific ways. This prevents 
you from increasing the balance of your account or deleting a bill. 

3. Auditing: keeps a record of operations. Merchants use auditing to prove that you bought 
specific merchandise. 

4. Encryption: deals with information hiding. It ensures you cannot spy on others during Internet 
transaction. 

Computer Security Classification 
Computer security can be classified in three (3) categories: confidentiality, integrity, and 

necessity (also known as denial of service) (Adam and Sasse, 1999). Confidentiality refers to 
protecting against unauthorised data disclosure and ensuring the authenticity of the data source. 
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Integrity refers to preventing unauthorised data modification; necessity on the other hand refers to 
preventing data delays or denials (removal). 
 
Security Policy 

Any organization concerned about protecting its e-commerce assets should have a security 
policy in place. A security policy is a written statement describing which asset to protect and why 
they are being protected; who is responsible for that protection and which behaviours are acceptable 
and which are not (Gartner, 1999). Mainly, the policy addresses physical security, network security, 
access authorizations, virus protection and disaster recovery. The policy develops overtime and is a 
living document that the organization and security officers must review and update at regular 
intervals. 

 
To create a security policy, you start by determining what to protect from whom (for example, 

you want to protect credit cards from eavesdroppers). Then you determine what resources are 
available to protect the assets you have identified. Given the necessary information the security team 
has acquired, the team develops a written security policy. 

 
While absolute security is difficult- even impossible to achieve, you can create enough 

barriers to deter most intentional violators. If the cost to an electronic thief of attempting an 
authorized activity exceeds the value of accomplishing the illegal action, then you have significantly 
lowered the probability of the attempt. 
 
Scenarios and Dimension of Damage 

High turnover rates and great future perspectives are forecast for e-commerce which 
characterizes business practice via the open World Wide Web. On the one hand, the Internet offers 
great opportunities, on the one hand it harbours a high potential of damages. Individuals as well as 
enterprise are affected by loss of data due to attacks by hackers or virus, industrial espionage or 
profile formation (Gartner, 2000). The distributed denial-of-service-attack on Yahoo, E-Bay and E-
Trade on February 8, 2000, for instance, guaranteed a turnover loss of $250 million (Guttman and 
Roback, 1995).  
 
Trust: Building and Keeping it 

Trust is defined as “the assured reliance on the character, ability, strength, or truth of someone 
or something, or one in which confidence is placed” (Keen, 2000). 
When conducting a transaction in the ‘real’ world as opposed to the virtual world, there is a level of 
trust at work gained through experience. Any system using currency has deep-seated trust. When 
someone purchases any merchandise and pays for it by cash, the merchant trusts that the bills are legal 
tender, not counterfeit, and will be accepted when he tenders them for deposit or purchase. For e-
commerce to flourish and reach its full potential, the same level of trust in the real world must be 
developed, so that the consumers, merchants and banks will have faith in the system. Merchants, 
consumers and financial institutions all need to be confident of the identity of whom they conduct 
business with. Only when all of the above parties are truly able to trust who they are dealing with 
online will business really take off. These concerns are in the area of: 

1. Identification: the method that provides the means to recognize a user to a computer system. 
2. Authentication: the act of positive identification, coupled with a level of certainty before 

granting specific rights or privileges to the individual or station that has been positively 
identified. 

3. Authorization: the act of granting a user or program the requested access 
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There are tools and solutions addressing e-commerce security, promoted by various 
manufacturers, standard bodies and industry associations. This development has been quick and 
uncoordinated. If there is to be a greater interest in e-commerce by the public this development needs 
coordination among various industry leaders, major governments, privacy and security advocates. 
 
Electronic Commerce Threats 

When you consider each logical link in the “commerce chain”, the assets that must be 
protected to ensure secure electronic commerce include client computers, the message/information 
travelling on the communication channel, and the Web and commerce servers- including any 
hardware attached to the servers (Garfinkel, 2001). Here we analyse the various threats associated 
with these assets.  
 
Client Threats 

This refers to the threats that a client/user is exposed to when it comes in contact with any 
activity given the nature of the Web (Gartner, 2000). Client programs interpret data that are 
downloaded from arbitrary servers on the Internet, if there are no checks on the contents of these 
imported data, there exists the potential for these data to subvert programs running on the client 
system. 

Most client threats come from Active content, which are programs that are embedded 
transparently in Web pages which cause action to occur (Messmer, 2004). How are Active content 
launched? By simply using your Web browser and viewing a Web page containing Active content. 
The applets automatically download along with the page you are viewing and begin running on your 
computer. There lies the problem, because they can be completely transparent to anyone browsing a 
page containing them. Anyone who intends on doing mischief to client computers can embed 
malicious Active content in seemingly innocuous Web pages. This delivery technique called Trojan 
Horse, immediately begins executing and taking actions that cause harm. A Trojan Horse is a program 
hidden inside another program or Web page that masks its true purpose. It could snoop around your 
computer and sends back to cooperating Web server information (Curtin, 2000). 

 
Adding Active content to Web pages involved in e-commerce introduces several security 

risks. Malicious programs delivered quietly via Web pages could reveal credit card numbers, 
usernames and passwords that are frequently stored in special files called cookies. Security experts 
periodically find electronic holes called backdoors, in e-commerce software.  

 
This can be left open accidentally by the software developers, or they can be left intentionally. 

A backdoor allows anyone with knowledge of the existence of a backdoor or a system password to 
cause damage by observing transactions, deleting data or stealing data. 

 
Integrity Threats 

An integrity threat also known as active wiretapping, exists when an unauthorised party can 
alter a message stream of information. Unlike confidentiality threats, where a viewer simply sees 
information he or she should not, integrity threats can cause a change in the actions a person or 
corporation takes because a mission critical transmission has been altered. Masquerading or spoofing 
(pretending to be someone you are not or representing a website as an original when really is a fake) 
is one means of creating havoc on websites. Using a security hole in a Domain Name Server (DNS), 
perpetrators can substitute the address of their website in place of the real one to spoof website 
visitors. This integrity attack consists of altering an order and passing it to the real company’s 
commerce server, which may be unaware of the attacker and simply verifies the customer’s credit 
card number and passes it over. 
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Necessity Threats 
The purpose of necessity threat (delay, denial or denial-of-service (DOS)), is to disrupt 

normal computer processing or delay processing entirely. A computer that has experienced a necessity 
threat slows processing to an intolerable speed and this will drive customers to competitor’s web or 
commerce site. 
 
Server Threats 

The server is the third link in the client-Internet-Server trio embodying the e-commerce 
server. Servers have vulnerabilities that can be exploited by anyone determined to cause destruction or 
to acquire information illegally. Most entry points include the web server and its software, databases 
and CGI programs residing on the server. 
 
Web Server Threats 

Web server’s software is designed to deliver web pages by responding to HTTP requests. A 
web server can compromise secrecy if it keeps the default setting of automatic directory listings 
selected. Secrecy violation occurs when the contents of a server’s folder names are revealed to a web 
browser. 
 
Database Threats 

E-commerce systems store user data and retrieve product information from databases 
connected to the web server. Besides storing product information, databases connected to the web 
contain valuable and private information that could irreparably damage a company if it were disclosed 
or altered. Most modern large-scale database systems use extensive database security features that rely 
on usernames and passwords. 

 
Once a user is authenticated to a database, selected portions of the databases are visible to that 

user. Security is enforced in database through the use of privileges which are stored in the database. 
However, some database either store usernames/passwords pair in a non-secure way, or they fail to 
enforce security. If someone obtains user authentication information, then he or she can masquerade 
as a legitimate database user and reveal or download private and valuable information.  
 
Common Gateway Interface Threats 

Common Gateway Interface (CGI) implements the transfer of information from a web server 
to another program, such as a database program. CGIs and the programs to which they transfer data 
provide Active content to web pages and because CGIs are programs, they present threats if misused. 
Just like web servers, CGIs scripts can be set up to run with their privileges set to high- 
(unconstrained). Defective or malicious CGIs with free access to system resources are capable of 
disabling the system, calling privileged (and dangerous) database system programs that delete files or 
viewing confidential customer information including usernames and passwords. 
 
Implementing Security for E-Commerce 

Protecting electronic assets that comprise electronic commerce system is not an option but a 
necessity. Customers need to feel confident that their transactions are secured from prying eye and 
safe from alteration (Dataquest, 2000). The key to effective e-commerce security is a good security 
policy.  
 
Protecting Client Computer 

Client computers usually PCs and laptops, must be protected from threats that originate from 
software and data on the Internet that are downloaded to the client computer (Mitnick and Simon, 
2003). Ordinary web pages that are delivered to your computer in response to browser’s request are 
static displays of information and are completely harmless. Active content delivered over the Internet 
in dynamic web pages are not harmless.  
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They can be one of the most serious threats to client computer (Foley and Jacob, 1995). 
Another threat to client computers is a malevolent server site masquerading as a legitimate web site. 
There has been an alarming number of cases of misplaced trust in which users and clients’ computers 
were duped into revealing information to illicit web sites, receiving nothing in return. 
 
Education 

At the end of the day, your system is only as secured as the people who use it (Guttman and 
Roback, 1995). If a shopper chooses a weak password, or does not keep his password confidential 
then an attacker can pose as the user. This is significant if the compromised password belongs to an 
administrator of the system. Education is the best way to ensure that your customers take appropriate 
precautions. 
 
Personal Firewalls 

This is a computer and software combination that is installed at the entry point of a networked 
system. It provides a defensive, sometimes the first line of defence between a network to be protected 
and the Internet or other network that could pose a threat. All corporate access to and from the 
Internet should flow through the firewalls. This is so because when you connect your computer to a 
network, it becomes vulnerable to attack. A personal firewall helps protect your computer by limiting 
the types of traffic initiated by and directed to your computer. 
 
Secure Socket Layer (SSL) 

Secure socket layer (SSL) is a protocol that encrypts data between the shopper’s computer 
and the site’s server. When an SSL- protected page is requested, the browser identifies the server as a 
trusted entity and initiates a handshake to pass encryption key information back and forth (Muller and 
Rannenberg, 1999). Subsequent requests to the server, the information flowing back and forth is 
encrypted so that a hacker sniffing the network cannot read the contents. 

This security protocol was developed by Netscape Communication Corporation; it was 
designed to reduce the chances that information being set through the Internet would be intercepted 
(Genic, 2007). The downside is that it does not offer a means to confirm the customer, merchant or 
financial institution involved in a given transaction. 
 
Password Policies 

Password policies should protect against attackers that attempt to guess the user’s password. 
This ensures that passwords are sufficiently strong enough so that they cannot be easily guessed. 
These policies should be able to lock out a user after three failed attempts. The account lockout 
capability ensures that automated schemes cannot make more than a few guesses before the account is 
locked. 
 
Monitoring Active Content and Digital Certificates 

The Netscape Navigator and Microsoft Internet Explorer browsers are equipped to recognize 
when they are about to download web pages containing Active contents. When your browsers 
download web pages and run programs embedded in them, it gives you a chance to confirm that the 
programs are from a source you know and trust. 

A digital certificate (digital ID) is an attachment to an e-mail message or a program embedded 
in a web page that verifies that a user or web site is who it claims to be. In addition, the digital 
certificate contains a means to send an encrypted message – encoded so others cannot read it. 
When a message or web page contains an attached digital certificate, it is a signed message or code.  

The idea behind certificate provides you with assurance that the signed software came from a 
trusted developer. 
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Using Antivirus Software 
No client computer defence would be complete without antivirus software. Antivirus software 

only protects your computer from viruses that are already downloaded to your computer. So the 
antivirus software is a defence strategy, it can detect viruses, prevent access to infected files and 
quarantine any infected files. 
One of the most likely places to find viruses is in e-mail attachments. Regardless of which vendor’s 
software you choose, it is only effective if you continually keep the antivirus data files current on your 
system. 
 
Protecting E-Commerce Channels  

Providing e-commerce channel security means providing channel secrecy, guaranteeing 
message integrity, and ensuring channel availability. Most often, encryption which is the coding of 
information by using a mathematically based program and a secret key to produce a string of these 
unintelligible characters is made up of combinations of bits, many of which corresponds to alphabetic 
or numeric characters that create a message that seems to be a random assemblage. 
 
Providing Transaction Privacy 

Since you cannot prevent eavesdroppers from snooping on the Internet, businesses must use 
techniques that prevent snoopers from reading Internet messages that they intercept e.g. credit cards. 
This they can do by encrypting it before it sends out the message through the Internet. 
 
Ensuring Transaction Integrity 

E-commerce ultimately involves a client browser sending payment information, order 
information and payment instructions to the commerce server, and the commerce server responding 
with an electronic confirmation of the order details. If an Internet interloper alters any of the order 
information in transit, there can be harmful consequences. For instance, the perpetrator could alter the 
shipment address or quantity so that he/she receives the merchandise instead of the original customer. 
This is an example of an integrity violation. 

While it is difficult and expensive to prevent a perpetrator from altering a message, there are 
security techniques that allow the receiver to detect when a message has been altered. When the 
receiver – a commerce server, for example- receives a damage message, the receiver simply asks the 
sender to re-transmit the message. 
 
Protecting Commerce Server 

The commerce server along with the web server responds to/from web browsers through the 
HTTP protocol, a CGI scripts. Several pieces of software compromise the commerce server software 
suite, and all the software packages must be considered both individually and as a whole when you 
develop a security model. Software comprising a typical web commerce server includes an FTP 
server, web server, a mail server, a remote login server, and an operating system on host machines. 
 
Access Control and Authentication 

Access control and authentication refers to controlling who and what has access to the 
commerce server. Authentication is verification of the identity of the entity wanting access to the 
computer – principally through digital certificates. When a server requires positive identification of a 
client computer and its user, it requests that the client sends a certificate. The server can authenticate a 
user in several ways. Firstly, the certificate represents the user’s admittance voucher. If the server 
cannot decrypt the user’s digital signature contained in the certificate using the user’s public key, then 
the certificate did not come from the true owner. Otherwise, the server is certain that the certificate 
came from the owner. 
Secondly, the server checks the timestamp on the certificate to ensure that the certificate has not 
expired. A server will reject an expired certificate and provide no further service. 
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Thirdly, a server can use a call-back system in which the user’s client computer address and 
name are checked against a list of usernames and passwords and can be used to provide protection for 
servers through attribution and quasi-secure identification. 
 
Proposed Model Solutions for E-Commerce Security Threats 

There are many possible solutions to attack the problem. There are standards for branding 
sites in compliance with privacy policies that allow potential consumers to determine where to 
conduct their business. There are several electronic cash and digital certificate schemes that permit 
authorization for purchases with differing levels of consumer privacy. Different methods allow 
consumers to substantiate their identity and then proceed to shop digitally without further 
confirmation of their identity. 
The ability to ensure privacy and security online may be best carried out using sophisticated 
encryption algorithms. The proposed model initiatives in the area of providing secure e-commerce fall 
under the different banners of: identification, privacy, authentication and authorization. 
 
Identification 

1. Usernames/passwords and Identification Tokens 
Secure e-commerce sites have a primary task of identifying any customer before any 

transaction can proceed. So there has to be a secured login process to any e-commerce 
website. This can be done with the aid of usernames/passwords and token combinations. The 
identification tokens are small electronic devices, usually the size of a credit card or portable 
devices that the remote users physically carry with them when they want to carry out any e-
commerce activity. In the cause of entry into the site, a call-back system or challenge-
response system is triggered. The user then keys in the challenge into the device, which then 
generates the correct reply. The user then sends this response to the remote server to gain 
access. 

Privacy 
1. Encryption and Secure Socket Layer (SSL) 

This technique scrambles data, and is used to protect information that is being either 
held on a computer or transmitted over a network. It uses technologies such as virtual private 
networks (VPNs) and secure socket layers. 

The SSL developed by Netscape Communications Corporation is a security protocol 
designed to reduce the chances that information being sent through the Internet would be 
intercepted. 

Authentication 
1. Authentication Token and Digital Certificate 

The authentication token is a “two-factor” authentication requiring something the user 
has (e.g. a person’s unique physical attribute i.e. biometrics) and something the user knows 
(e.g. a personal identification number). 

A digital certificate enables authentication through the use of an individual’s unique 
signing key, which is secret key that authenticate the legitimacy of each party to the 
transaction. The majority of digital certificates conform to the CCITT (ITU) standard 
X.509v3. 
 

2. Secure Electronic Transaction (SET) 
Developed by MasterCard and Visa, working in conjunction with partners including 

IBM, Microsoft, Netscape and others is an open, multi-party protocol, transmitting bank card 
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payments via open networks like the Internet. SET allows the parties to a transaction to 
confirm each other’s identity. Employing digital certificates, SET allows purchaser to confirm 
that the merchant is legitimate and conversely allows the merchants to verify that the credit 
card is being used by its owner. It also requires that each purchase request includes a digital 
signature and the merchant’s digital certificate provides a certain level of trust. SET is 
important because it offers protection from repudiation and unauthorized payments. 

Authorization  
1. Access Control and Firewall 

This restricts different classes of users to subsets of information and ensures that they 
can only access data and services for which they have authorised. These include using 
network restrictions to prevent access to other computer systems and networks, application 
controls to ensure that individuals are limited in the data or service they can access. 
This is a hardware or software security device that filters information passing between 
internal and external networks. It controls access to the Internet by internal users, preventing 
outside parties from gaining access to systems and information on the internal network 
 

2. Use of Timestamps and Call-Back Response 
The server should initiate timestamps for messages sent across any e-commerce site if 

it suspects an attack or an intrusion. This is done by generating an alarm or an e-mail alert 
based on the type of activity it has identified. The server on the other hand can use a call-back 
system in which the user’s client computer address and name are checked against a list of 
usernames, and send queries and wait-for response for a given period of time. If the time 
elapses then the server can shut down the request for transaction. 
 

3. Open Profiling Standard for Authorization 
This is supported by Firefly, Netscape and VeriSign, it obviates the necessity for 

customers to re-enter information that identifies them more than once at a website. 

Conclusion 
  The three general assets to protecting an e-commerce transaction are client’s computers, 
electronic commerce channels, and the commerce server. Key security provisions in each of these 
parts of the customer-Internet-commerce server linkage are secrecy, integrity and available services. 
Digital certificates provide both integrity control and user authentication. A trusted third party known 
as certificate authorities should provide digital certificates to users and organizations.  

 
Finally, the commerce server, like the client computer must be protected. Protection from the 

server includes access control and authentication provided by usernames and password login 
procedures. It is quite clear that the world has gone digital and most activities these days are carried 
out through the use of the World Wide Web. So protecting its activities such as e-commerce needs 
various technological improvement on what has been as presented in this paper, as hackers and 
intruders are always looking for new and better avenues to beat what is in existence as a 
countermeasure. The effective resolution of security threats in e-commerce could increase sales and 
turnover in any business cooperation; hence it is an onerous task that should be taken very seriously 
by individuals, companies, government and security agencies. 
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