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Abstract 

The Internet and Information Technology (IT) shall continue to 
power the growth of the world. New models of commercial are 
developing as business people and consumer participate in an 
electronic market place and reap the resultant benefits. The lack 
of security and risk management of the electronic payment 
system have made some developing countries of the world,  such 
as Nigeria lag behind in the race of the classic economic 
paradigm. Many payment systems that are currently existent are 
either insecure or non-flexible. This paper therefore examines 
the computer- networked environment, the security of computer 
internal networks, security of the public computer networks, 
and electronic capabilities for safe banking over the Internet. 
This paper shall also examine the network systems and how 
they are related to the Nigeria situation. 

Introduction 

This paper introduces the concepts of electronic banking and the related safety and 

soundness issues. Electronic commerce is a broad term applied to activities involving the 

exchange of goods and services for value over a computer network or automated system. As 

significant participants in the market place, remote-banking capabilities, financial institutions 

are becoming more aggressive in adopting electronic banking capabilities, and stored value 

programs. This area is highly dynamic as emerging technology yield a variety of d elivery 

alternative and innovative products and services. Electronic systems are becoming 

increasingly important due to: 

• The increasing competition from non-bank financial services companies, the 

telecommunications industry, and systems or software developers. 

• The demand for more efficient and convenient capabilities and,  

• The widening cost and delivery differences between electronic capabilities and 

traditional delivery channels. 

The opportunity presented can pose significant risks to an insured financial 

institution. However, adopting a comprehensive risk management program that begins a sound 

strategic plan can mitigate these risks. Risk identification and analysis should lead the board 

to adopt appropriate oversight and review guidelines, operating polic ies and procedures, audit 

requirement, and contingency plans.  

The extent of a financial institution’s risk management program should be 
commensurate with the complexity and sophistication of the activities in which it engages. For 
example, banks which offer a simple information - only site on the World Wide Web generally 
would not be expected to have undertaken the same level of planning and risk management as 
institutions that engage in more complex activities.  

The Computer Networked Environment 

A computer network is simply an arrangement in which multiple independently 

functional computers are connected so that information, data, applications, software and 

hardware equipment can be shared. By design computer networks can increase efficiency, 

convenience, and access; however, the design also limits the degree to which the environment 

can be controlled. 

Computer network access can be through a combination of devices such as personal 

computers (PCS), telephones, interactive television equipment, and card devic es with 

imbedded computer chips. The connections are completed principally through telephone lines, 

cable systems, and in some instances, wireless technology.  

Electronic banking relies heavily on a computer-networked environment. It is 

important to note that not all computer networks carry the same degree of risk and not all 



computer networks are equally vulnerable: not all computer networks are equally critical; and 

not all computer networks 

 contain data that are equally sensitive. Every institution therefore, must evaluate the risk it 
faces and its readiness to those risks.  

Whether the system is informational or transactional, these systems facilitate 
interaction between the institution and the user (generally, a customer), often with the support 
of a third party Internet service providers (ISPs). The telephone banking, personal computer 
banking services, and stored value programs are important examples of electronic banking 
network. Increasingly and recently, financial institutions are also a focusing on the 

opportunities presented by the Internet and World Wide Web (WWW).  
The Internet is a public computer network of networks that can be accessed by any 

computer equipped with a modem (modulator demodulator). While not centrally managed, the 
Internet is given order through the World Wide Web, which facilitates visual interfaces and 
links (i.e. electronic connections), to other information. T he Web also provides multimedia 
capabilities such as text, graphics, audio and video. Intranet and private networks that are built 

on the infrastructure and standards of the Internet and Web. Intranet allows access to 
databases and electronic document by a defined user group (e.g., nunet - Nigeria University 
Network) that is generally limited to internal personnel. Intranets may be expanded to include 
select groups of customers and vendors; such systems are often referred to  extranet. 

Security of Internal Computer Networks 

The security of internal computer networks, whether private, local, or wide area 

computer networks need to be reviewed and evaluated. Internal attacks are those launched by 

fraudulent computer personnel (programmers, systems analysts, computer operators) who take 

undue advantage of their intimate and vast knowledge of the system and defraud their 

employers and their customers. Such people may be motivated by their self interests or they 

may be bought over to work for the ill- conceived interest of an external pay master. Internal 

attacks are potentially the most damaging because institutions' personnel, which can include 

consultants as well as employees, may have authorized access to critical computer reso urces. 

Internal attacks employ two main strategies, namely, file modification and the altering of the 

order in which programmed decisions arc executed. Through file modification, invoices may 

be deliberately inflated with a view to siphoning off the excess  amount later. Fake payments 

may be made to ‘ghost’ customers or vendors, the recipient of a payment may be altered with 

criminal intent, the number of quantity of items sold may be modified in order to profit the 

criminal or the external interest he or she serves, and the all transactions file may be edited in 

order to erase all traces of deliberate manipulation which has been logged by the computer 

system. 

Computer with detailed knowledge relating to the bank’s practices and procedures, an 

internal attacker could access value transfer systems directly, or exploit trusted relationships 

among networked systems, to gain a level of access that allows the attacker to circumvent 

established security controls. After circumventing the security controls on a value transfer 

systems, the attacker could potentially transfer money or other assets inappropriately  

Security of Public Computer Networks 

The use of public computer network poses additional risk to those of internal network. 

Confidentiality of data transmitted over public network through use of dedicated or leased line 

may provide an inappropriate sense of security. These lines use the infrastructure of public 

computer networks, such as MTN, NITEE, GEOBACOM, ECONET; therefore are vulnerable 

to the same attacks as the public networks themselves. The risks involved include being 

tapped, and at the same point in traveling through the network, data may be transmitted via 

microwave wireless or satellite lines that are susceptible to being intercepted. Key public 

computer network operators and support personnel may be able to access highly sensitive data 

being transmitted over the computer networks. Confidential data transmitted via public 

networks may be intercepted or compromised by individual for whom the data is int ended. It is 

therefore prudent to encrypt (scramble and unscramble) sensitive data transmitted via public 

computer networks. 



 

Electronic Capabilities Provided by Financial Institutions 
Financial institutions have provided electronic capabilities for a number of years. 

Familiar example includes the basic phone banking, automated teller networks, and automated 
clearinghouse systems. However, technological advances have brought greater sophistication 
to all users, commercial and retail alike for instance, sophisticated telephone system and direct 
dial-up or Internet computer programs facilitate added access. Traditional products and 
services may be developed for example, aside from promotional, lending and deposit gathering 
activities, banks can support bill payment programs, non deposit sales activities, and cash 
management services. Electronic capabilities may also yield new electronic payment option 
such as digital cash. Electronic capabilities can be segregated into three categories by  degree 
of functionality. The functionality has been defined within three (3) levels as follows:  

• Level one system can simple provide information as defined by the publisher or allow 
for 

transmission of non-sensitive electronic mail (Information-only system); 
• Level three systems can facilitate electronic funds transfer and other financial 
transition 

(electronic payment systems). Many system will involve a combination of these 
capabilities. 

Information-Only Systems 

Information-only systems are defined as those, which allow access to general-purpose 

marketing and other publicly available information or the transmission of, non -sensitive 

electronic mail. Examples of such no sensitive electronic mail may include technical 

suggestions to the bank's Webmaster regarding the bank’s Internet site. 

In these systems, the publishers (general, the bank) defines the information to be made 

available. In this sense, the publisher is simply communicating electronically what has 

traditionally been made available in print and through other media. The electronic format 

provides a more cost efficient channel that offers greater flexibility in terms of audience, 

content and geography. Management of financial institutions should ensure that a program is 

in place to make the consumer aware that if any electronic mail is sent in this capacity as 

unencrypted it could potentially be intercepted and/or altered.  

Although these sites are generally marketing oriented, each can contain as little or as 

much information as the publisher desires, and can be linked to other sites that provide 

additional information. Web site can also enhance marketing efforts by collecting information 

about each visitor to a site. This can include user identity, access devices or servers used, and 

the specific products and services relieved. As technology advances, the type and the amount 

of data collected might be used to target frequent visitors with specific products, service and 

information for which, the user has shown a previous interest. Management can us e this 

knowledge to target and/or cross-sell products or services to customers identified through 

electronic media. 

Electronic Information Transfer Systems 

Electronic information transfer systems are interactive in that they provide the ability 
to transmit sensitive messages, documents, or files among a group of users. This category' 
includes electronic mail capability that allows for sensitive message or confidential 
information to be sent from one user to another. It also includes systems in which data or  files 

may be uploaded and downloaded between the users and proprietary databases or networks. 
An example of an electronic information transfer system is a bank website that allows a 
customer to submit an online loan or deposit account application.  

Communication security is a vital component of information transfer in a networked 
environment. For instance, the Internet is inherently insecure as information travels openly 
over a series of connected networks. Communication and system security risk include.  

• Data privacy and confidentiality. 

• Data integrity. 

• Authentication. 

• Non-repudiation and, 

• Access controls/system design. 



In order to manage the aforementioned security risks, a combination of interrelated 

technologies, standards, and control may be employed such as encryption, digital signatures, 
and certificate authorities. 

Fully Transactional Information Transfer System 

These systems provide the capabilities of both information- only systems, electronic 
information transfer systems as well as online, account queries, transfer of funds among 
account, bill payment, and other transactional banking services. The capabilities typically are 

provided by interactive connectivity between the customer’s computer or other devices and the 
bank’s internal network and database. This level therefore represents the highest degree of 
functionality. 

Electronic Payment Systems 

Electronic payment systems resemble traditional systems because  both are deprived 

from a common monetary model. In this sense, electronic systems are simply alternative 

means to deliver traditional banking and related products and services. Both the electronic 

payment system and the traditional systems must complete the same following general steps 

within the payment cycle to reach finality:  

a. Payment entry. 

b. Settlement, and 

c. Distribution. 

In all cases, trust in the participants (i.e. banks and non -banks that issue, process, and 

settle payments) and confidence in the process is crucial to a particular system’s acceptance 

and survival. These factors have historically maintained the banking industries' central 

position within the payment system. 

Beyond trust and confidence, users evaluate payment systems on a number of c riteria, 

including; 

• User privacy. 

• Transaction legitimacy, security and non-repudiation. 

• System dependability, efficiency, and cost, and 

• Merchant acceptance and convenience electronic payment systems can be broadly 

categorized 

according to system components, process methodology, and system structure.  

The combination of attributes will determine, to a large extent or degree, all the 

amount of risk inherent in a particular system. However, risk will also vary significantly, and 

the control employed by each participant. The following table illustrates the various electronic 

payment system characteristics: 

 

Characteristics of Electronic Payment Systems 

Category Characteristics 
System computer System hardware (i.e. pc card reader, etc) Chip versus 

magnetic strip technology Card versus computer 
based systems 

Process methodology Batch versus real-time processing Online versus 
offline access 

System structure 

Legal currency versus branded (proprietary) value  
Single versus multiple currency 
Debit versus stored value based system 
()pen versus closed systems 
Reloadable versus single use systems 
Controlled versus single secured access 
Single versus multiple purpose 
Integrated versus stand alone system 
User anonymity 
Payment mechanics (buyer and seller  interaction) 
Payment system settlement (processing) Transaction 
size (micro or large dollar payments) Graphic reach  

82 
 



Electronic Banking 

With respect to payment systems, open systems are characteristics by broad 
geographic presence and acceptance by a large number of merchants or programs; closed 
systems generally involve a smaller geographic presence and/or a single or limited purpose 
use. 

Bank Roles in Electronic Payment Systems 
Participants in an electronic payment system may include users, financia l institution, 

third party processors, and government-backed central banks. Although electronic capabilities 
have changed the framework of payment systems, financial institutions will continue to 
participate in a variety of roles. While financial instituti ons are familiar with many of the 
roles, the dynamic environment presents a new set of challenges and risks in nearly every 
case. Banks may perform any of the roles described below or a combination of multiple roles;  

a. Owner or Investor 

Banks might acquire equity or similar stakes in payment systems, which can take the 
form of an equity investment, partnership or joint venture arrangement, or consortium 
member. As such, the bank may bear financial, strategic, compliance, and reputation risks, 

depending on the ownership structure and the venture’s success or failure.  

b. System Developer 

System development might be undertaken as an in-house effort or under agreements 

with other parties. In either case, the development effort introduces financial, systemic, 

reputation, and strategic risk. Potential liability can be well beyond the amount funded, 

contracted, or in the case of stored value programs, the amounts held.  

c. Issuer 

Issuers sell stored value to participants, either directly or indirectly through another 
entity. Issuers bear transaction and liquidity risks associated with funding the recorded 
obligations. Issuers also bear strategic, compliance, and reputation risks, and are potentially 
liable in the event value is counterfeited or compromised.  

d. Distributor/Redeemer 

These roles support stored value systems by distributing or redeeming value. The 
responsibilities can be taken on individually or can be combined in a dual capacity. In the case 
of distributing banks, the risks include transaction, compliance, reputation, credit and liquidity 
risk. Redeeming banks are exposed to transaction and credit risks.  

e. Transaction Authorizer and Processor 

This role is similar to credit card arrangement whereby transactions are authorized 

through the payment systems prior to completion. Responsibility can include authorizing 

remitting clearing and setting transaction. Risk areas, which include credit and liquidity, may 

be mitigated by adequate operating procedure throughout the transaction process.  

f. Record Keeping/Transaction Archiver 

Although appearing to be largely administrative, these roles maintain audit trials and 
provide the means to settle disputes among participants. Ineffective operations may result in 
heightened transaction, reputation and compliance risks.  

g. Trusted Third Party 

In the role of a trusted third party', a financial institution may serve as a certifier for 

electronic transactions. In these capacities the bank certifies the identity of one or more 

parties to an electronic transaction who seek to authenticate each other. Errors or omissions 

could result in significant liability.  

 



h. Traditional Roles 

Because many systems are credit and debit based, banks may also serve in traditional 
roles. These might include providing data processing services much like traditional credit and 
debit card programs, or serving as a depository and administering funds under the direction of 
the end user or system provider. 

Risks Inherent in Electronic Capabilities 

Regardless of the level of sophistication, risks are inherent in all electronic 

capabilities. For instance, information only Web site used for advertising purpose may be 
inappropriately altered by unauthorized parties. Electronic mail containing confidential or 
proprietary information may be distributed in error -networked systems that arc directly 
connected to a bank's central operating system or unauthorized parties, revealing sensitive data 
or applications, might access main database. System failure have also occurred due to power 
outages and system defects. 

Electronic delivery and payment systems involve a wide range of potential risk 
exposures. The use of an electronic channel to deliver products and services introduces uniq ue 
risk due to the increased speed at which systems operate and the broad access in terms of 
geography, user group, applications, data bases and peripheral systems. In addition to unique 
risks, traditional risks, which are similar to those in customary ban king activities, are also 
present. For example, if a bank conducts lending or deposit gathering activities over an 

electronic channel, credit and liquidity risks must be considered in the context of the high 
speed, global electronic environment.  

Safe Banking Over the Internet 

The use Web of the continues to expand, more banks, finance houses manufacturing 

industries, the auto industries, supermarkets, during manufacturing industries and other stores 

are using the Web to offer products and services or otherwise enhance communications with 

consumers. 

The Internet offers the potential for safe, convenient new ways to shop for financial 

services and conduct banking business, any day, and any time. However, safe banking online 

involves making good choices-decisions that will help you avoid costly surprises and 

embarrassments. 

Whether you are selecting a traditional bank or an online bank that has no physical 

offices, it is wise to make sure that it is legitimate and that your deposis are federally insured.  

Consumers considering banking over the Internet should read key information about 

the bank posted on its Web site. Most banks’ Web sites have an “About Us" section or 

something similar that describes the institution. A brief history of the bank may be found, the 

official name and address of the bank’s headquarters, and information about its insurance 

coverage. 

A consumer should protect himself or herself from fraudulent Web sites for example, 

watch out for copycat website that deliberately use a name or Web site a ddress very similar to, 

but not the same as. that of a real financial institution. The intent is to lure you into clicking 

onto their web site and giving your personal information, such as your account number and 

password. Customers should always check to see that they have typed the correct Web site 

address for their banks before conducting a transaction.  

Customers should verify the bank’s insurance status.  

Network Payment Systems in Nigeria 

Electronic banking is the commercial activity that entails transactions across 
telecommunications networks. On a worldwide scale, it has become a vital instrument in 
various aspects of human endeavour, and is practiced in the developed counties of the world. 
In the context of developing countries, e -banking has become a technological evolution whose 
utilization and service has been somewhat limited. The potential of these developing countries 

hold great promise in accelerating their socio-economic development, despite the widely 
acknowledged significance of e- banking for economic growth, unlike developed countries, 
few developing countries have succeeded in exploiting their developmental potentials.  

In Nigeria, only a few of the financial institutions (banks) are fully computerized. A 
bank has to be fully computerized, have a functional database, have a local area network 
(LAN), and each branch and each LAN is interconnected to one another via a wide area 



network (WAN,) before thinking of Internet connectivity . The First Bank of Nigeria PLC, and 

a few other banks are known to 

 
Electronic Banking provide an electronic payment system referred to as Western Union Money 
Transfer, United Bank for Africa, PLC, also provides an electronic payment system called 
Money Gram. Some of the banks in Nigeria are making effort to  catch up with the 
technological development, while others are not too sure what to do yet. A good number of the 
banking institutions, especially those in the rural areas are still operating manually. This is 
because of lack of adequate infrastructure, inadequate power supplies, lack of the technical 
know how and lack of the competitive attitude. T hese banking institutions in the rural areas 
always believe that the customers will always come.  

Conclusion 

The bottom line is that e-banking can be defined simply as “conducting business on-
line". It involves the use of electronic networks and technology to effect business transactions. 

It is the most recent step in the evolution of business transactions. It replaces the swapping of 
money or goods with the exchange of information from one independently functional computer 
to another. 

Before the advent of e-banking, there was instant telephone ordering of goods and 
services advertised on daily newspapers, radio, television, and that was followed by the 
electronic fund at point of sale terminal. It is our expectation that more and more sophisticated 

forms of e-banking shall emerge. It will encompass information technology (IT) enabled 
advertising and marketing on the Web, interactive voice response customer servi ce system, 
computer help desks, value-added network, customer and product data bases, electronic data 
interchange, electronic catalogue, smart cards and automatic teller machines. Basically and 
fundamentally speaking, anything simultaneously involving Info rmation Technology (IT) and 
business is under the umbrella of e-banking 
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